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Data Protection Policy

Guidance Note

Introduction

This Guidance Note ('the Guidance') forms part of the Data Protection Policy and provides
supplementary information to enable employees to better understand and comply with the Data
Protection Policy.

The NFU is required to comply with the Data Protection Act 1998 (‘the Act’) in respect of its processing
of personal data such as information about our customers, employees and suppliers. It is important for
all employees to familiarise themselves with both the Data Protection Policy and this Guidance so that
any processing of personal data can be carried out in accordance with the Act. Failure to do so may
expose the NFU to enforcement action by the Information Commissioner (which could result in
criminal prosecution and restrictions being imposed on our use of personal data) and/or to complaints
and/or claims for compensation from affected individuals. There may also be negative publicity as a
result of a breach.

You are required to assist the NFU to comply with its obligations under the Act. In order to do this you
must comply with the Data Protection Policy and this Guidance whenever you process personal data,
as well as any other data protection related policy that may be applicable to your area of work. ANY
FAILURE TO COMPLY WITH THIS POLICY MAY BE A DISCIPLINARY OFFENCE WHICH COULD
RESULT IN DISMISSAL. NEGLIGENT OR DELIBERATE BREACHES COULD RESULT IN
CRIMINAL LIABILITY FOR YOU PERSONALLY.

Any questions about this policy should be raised with the Data Protection Officer or your data
protection working group representative.

LEGAL FRAMEWORK

The Act sets out eight data protection principles which must be followed in relation to all processing of
personal data. These principles are set out in the Data Protection Policy and are reproduced below,
together with an explanation of what they require.

The NFU processes personal data about a range of data subjects, such as employees, customers,
members, and suppliers. We process personal data for a number of purposes, such as administration
and marketing. It is critical to our business that we are able to use personal data in this way. In order
to continue to be able to do so, we must ensure compliance with the principles set out in the Act.

DEFINITIONS

In order to fully appreciate the requirements of the Act it is important to understand the meaning of
certain key words and phrases which are used within the Act. These are set out below:

Data - is information that is processed electronically (e.g. by computer); is recorded manually (e.g. on
paper) with the intention of being processed electronically; is recorded as part of a relevant filing
system (see below); or is none of these but forms part of an accessible record;

Data controller - is the organisation that determines the purposes for which and the manner in which
personal data are processed;

Data processor - is the organisation that is appointed by the Data Controller to process personal data
on their behalf;

Data subject - is a living, identifiable individual about whom we process personal data;

Information Commissioner - is the supervisory authority responsible for enforcing the provisions of
the Act in England and Wales;
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Personal data - is data which relates to a living individual who can be identified from that data or from
that data and other information which is in our possession or likely to come into our possession.
Personal data includes opinions and indications of our intentions towards an individual;

Processing - has a wide meaning and covers virtually anything that can be done in relation to
personal data, such as obtaining, recording, holding, altering, retrieving, consulting, using, disclosing,
blocking, erasing or destroying personal data;

Relevant filing system - is a set of manual information (i.e. paper files) relating to individuals which is
structured by reference to individuals or criteria relating to them in such a way that specific information
relating to a particular individual is readily accessible;

Sensitive personal data - means information as to (a) the racial or ethnic origin of the data subject,
(b) his political opinions, (c) his religious beliefs or other beliefs of a similar nature, (d) his trade union
membership, (e) his physical or mental health or condition, (f) his sexual life, (g) the commission or
alleged commission by him of any offence, and (h) any proceedings for any offence committed or
alleged to have been committed by him, the disposal of such proceedings or the sentence of any court
in such proceedings.

THE PRINCIPLES

First principle

Personal data must be processed fairly and lawfully and must not be processed unless
(a) at least one of the conditions in Schedule 2 is met and (b) in the case of sensitive
personal data, at least one of the conditions in Schedule 3 is also met.

This is the first and possibly most important of all the principles. It requires us to process personal
data fairly and lawfully. Each of these requirements is considered in turn below.

Lawful processing

The Act prohibits the processing of any personal data unless that processing can be justified under
one of a number of conditions which are set out in Schedules 2 and 3 of the Act. It is worth
remembering the very broad definition of 'processing' which includes obtaining, disclosing, using and
viewing.

You must justify your processing of all personal data under one of the conditions set out in Schedule
2. If you cannot find a condition that justifies your processing then that processing may not take place.

Schedule 2 conditions

1 The data subject has given his consent to the processing.
2 The processing is necessary in order to enter into or perform a contract with the data subject.

3 The processing is necessary for compliance with any legal obligation to which the NFU is
subject (other than an obligation imposed by contract).

4  The processing is necessary for the purposes of legitimate interests pursued by the data
controller or by the third party or parties to whom the data are disclosed, except where the
processing is unwarranted in any particular case by reason of prejudice to the rights and
freedoms or legitimate interests of the data subject.

When considering the above conditions remember the definition of processing. For example, obtaining
consent to processing means obtaining consent to the disclosure, collection, use, destruction etc of
personal data.

In addition, where you are processing sensitive personal data, you must also justify that processing
under one of the conditions in Schedule 3. This is a safeguard which recognises the sensitive and
sometimes confidential nature of this category of personal data. The most relevant Schedule 3
conditions are set out below.
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Schedule 3 conditions

The data subject has given his explicit consent to the processing.

The processing is necessary for the purposes of exercising or performing any right or obligation
which is conferred or imposed by law on the NFU in connection with employment.

The processing (a) is hecessary for the purposes of, or in connection with, any actual or
prospective legal proceedings, (b) is necessary for the purpose of obtaining legal advice, or (c)
is otherwise necessary for the purposes of establishing, exercising or defending legal rights.

The processing is necessary for medical purposes and is undertaken by (a) a health
professional or (b) a person who in the circumstances owes a duty of confidentiality which is
equivalent to that which would arise if that person were a health professional.

The processing (a) is of sensitive personal data consisting of information as to racial or ethnic
origin, (b) is necessary for the purpose of identifying or keeping under review the existence or
absence of equality of opportunity or treatment between persons of different racial or ethnic
origins, with a view to enabling such equality to be promoted or maintained, (c) is carried out
with appropriate safeguards for the rights and freedoms of data subjects.

The processing (@) is in the substantial public interest, (b) is necessary for the purposes of the
prevention or detection of any unlawful act, and (c) must necessarily be carried out without the
explicit consent of the data subject being sought so as not to prejudice those purposes.

The processing (@) is of sensitive personal data consisting of information as to religious beliefs
or other beliefs of a similar nature; or physical or mental health or condition, (b) is hecessary for
the purpose of identifying or keeping under review the existence or absence of equality of
opportunity or treatment between persons holding different religious beliefs; or different states
of physical or mental health or conditions, with a view to enabling such equality to be promoted
or maintained, and (c) does not support measures or decisions with respect to any particular
data subject otherwise than with the explicit consent of that data subject; and (d) does not
cause, nor is likely to cause, substantial damage or substantial distress to the data subject or
any other person.

The processing (@) is in the substantial public interest, (b) is hecessary for research purposes,
(c) does not support measures or decisions with respect to any particular data subject
otherwise than with the explicit consent of that data subject, and (d) does not cause, nor is
likely to cause, substantial damage or distress to the data subject or any other person.

Remember: unless you can justify your processing of sensitive personal data under both Schedules
2 and 3, you may not process that data.

Fair processing

The second requirement of the first principle is that personal data must be processed fairly. In broad
terms what this means is that we must ensure transparency of processing so that data subjects are
aware of who is processing their personal data and why. We achieve this by giving data subjects a
privacy notice which meets the following requirements:

Content of a privacy notice:

the identity of the data controller (i.e. the NFU).

the purposes for the processing (if one of those purposes is marketing then we should include a
description of the communication channels that we intend to use and offer the data subject an
opportunity to object. If any of those channels involve marketing by email, SMS, fax or
automated calling systems, we need (as a general rule) to obtain the data subject's consent).
any other information that is necessary to make the processing fair (such as any recipients of
the data and their purposes, a reminder of the data subject's right of access and correction and
whether any of the information we are asking for is mandatory or voluntary).
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Timing of a privacy notice:

- The data protection notice must be given to the data subject at the right time. Where we obtain
personal data directly from the data subject (e.g. as a result of a telephone call, or online) we
must give the notice to the data subject at the time we obtain his/her data.

- Where we obtain personal data about a data subject from a third party source (e.g. a family
member) we must provide the data protection notice as soon as reasonably practicable after we
have started processing his/her data (unless it would be a disproportionate effort to do so).

Position and format of a privacy notice:
- The data protection notice must be reasonably prominent and in reasonably legible font.
- The privacy notice must be included at every point where we collect personal data, such as
application forms, websites, call centre scripts.
- If, for example, the privacy notice is provided online, it must be positioned so that it can be seen
and not hidden behind a hypertext link.

The NFU has a procedure for obtaining Correct Consent from a Data Subject:

1. The data subject must be made aware of who the NFU are and the purpose for which their
personal data to be used.

2. Any other information which the individual should be told to ensure the processing of personal
data is fair, for example:

i) a description of any other organisation the information may be shared with or disclosed to;
i) the fact that the individual can object to the use of his or her information for marketing;

iii) whether information will be transferred outside EEA;

iv) the fact that an individual can obtain a copy of his/her information.

The following statement must be included in all data gathering documents:

NFU is the Data Controller and will process and use all personal data supplied in accordance with the
Data Protection Act 1998. For more information, please contact NFU at our registered address.

If you are happy for NFU to use your data for the purposes of marketing and promotion, please tick here.
If you are happy for NFU to disclose your data to third parties for the purposes of marketing and
promotion please tick here.

If NFU fails to comply with this procedure, NFU will be in breach of DPA and could be investigated by the
Information Commissioner.

List of example documents that must include the statement:
Membership forms

Application forms

Events forms

Recommend a friend forms

Ticket Order forms

Customer lead forms

You can obtain further guidance for privacy notices from the Compliance Department or your Data
Protection Working Group representative.

Second principle

Personal data must be obtained only for one or more specified and lawful purposes, and
must not be further processed in any manner incompatible with those purposes.

The second data protection principle sets out two requirements:

1. personal data must be obtained only for one or more specified and lawful purposes. A privacy
notice will specify the purposes for which we will process personal data and we are not
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permitted to process those data for a new purpose (unless the data subject gives his
consent). Furthermore, we have an obligation to register our processing activities with the
Information Commissioner and this requires that we provide a description of all the purposes
for which we process personal data. If we want to process personal data for a new purpose,
we need to notify the Information Commissioner.

2. personal data must not be further processed in any manner incompatible with the purpose or
purposes for which the data were obtained. A breach of this principle could also result in a
breach of the first principle. For example, if a privacy notice describes the purposes for which
personal data will be used for administration of membership to a particular service, we should
not use the data for any other purposes, unless those additional purposes would be totally
obvious to the individual. To do otherwise could result in unfair processing in breach of the
first principle and a breach of the second principle.

Procedure for Disclosure of Data from NFU

The following people have authorisation to disclose personal data to 3rd parties under the procedures
set up by NFU to ensure compliance with DPA.

¢ Head of Membership and Sales
e NFU Secretary

Please inform the Membership department of the following details:

¢ Name of authorised person disclosing the information.
e Confirmation that the DPA statement was attached.

e Company data disclosed.

e Name and address of contact data disclosed to.

e Purpose disclosed data is to be used for.

These details will be held on file by the Membership department so we know exactly who has our data
and for what purpose.

Third principle
Personal data must be adequate, relevant and not excessive in relation to the
purpose or purposes for which they are processed.

The third data protection principle requires that personal data must be adequate, relevant and not
excessive. You must, therefore, ensure:

e you identify the personal data needed for a particular purpose and you collect the minimum
amount required to properly fulfil that purpose

e you do not hold personal data on a 'just-in-case' basis because you think it might be useful in
the future but without having any clear idea of what that future purpose might be

e you keep data up to date (or else data which were originally adequate may cease to be so)

e you do not keep data for too long (otherwise those data may cease to be relevant and
become excessive).

Fourth principle
Personal data must be accurate and, where necessary, kept up to date.

Personal data will be inaccurate if they are incorrect or misleading as to any matter of fact (e.g. an
incorrect name or address). If you are inputting data onto our system and are unsure as to the
accuracy of certain information (e.g. because you cannot read the handwriting or because it looks like
an obvious mistake or omission), you should try to get in touch with the data subject to clarify the
issue.
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We will not be in breach of this principle, even if we are holding inaccurate data if:

e we accurately recorded the data when we received it from the data subject or a third party;
and

e we took reasonable steps to ensure the accuracy of those data; and

e if the data subject has naotified us that the data are inaccurate, we have taken steps to indicate
this fact (e.g. by making a note that we have received an objection).

You must take reasonable steps to keep data up to date to the extent necessary. The purpose for
which data is held will determine whether they need to be kept up to date or not. For example,
historical records of transactions should not, as a general rule, be updated.

Fifth principle
Personal data processed for any purpose or purposes must not be kept for longer than
is necessary for that purpose or those purposes.

You should review the personal data which you hold on a regular basis and delete any data which are
no longer required in connection with the purpose for which they were originally obtained. When
carrying out this exercise you should consider any legal or other requirements to retain data. You
should also consider the type of relationship which the NFU has with the data subject and whether
there is an expectation that we will retain data for any given period of time (e.g. our employees would
expect us to retain their data for a period of time after they had left).

Sixth principle
Personal data must be processed in accordance with the rights of data subjects under
the Data Protection Act 1998

The rights which are referred to in the sixth principle are the data subject's rights in relation to:

access to their personal data

preventing processing likely to cause damage or distress
preventing processing for the purposes of direct marketing
automatic decision-taking

If you receive a request in writing from an individual mentioning any of the above rights, you must
notify the Compliance Department promptly as there are strict timescales within which we must
respond.
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Seventh principle

Appropriate technical and organisational measures must be taken against unauthorised
or unlawful processing of personal data and against accidental loss or destruction of, or
damage to, personal data.

The seventh principle requires the NFU to take technical and organisational measures to protect
personal data which we process our Data Security Policy should be referred to but in broad terms:

e technical measures include: software controls to restrict user access; up-to-date virus
checking software; audit trail software; and encryption—all these the NFU has in place
and are managed through our IT department;

e organisational measures include: restricting access to buildings and computer rooms;
ensuring secure disposal of information; and training staff on the care and handling of
personal data - all of which you are responsible for complying with and applying to your
daily routine.

The Act imposes upon the NFU additional obligations if we use third parties to process personal data
on our behalf. Examples of these third parties might include the company that provides disaster
recovery services and mailing houses. Third parties may have access to, or need to process, personal
data on our behalf. If so, they will be acting as our data processors and the Act requires us to:

e putin place a contract in writing with each of our data processors under which they
agree to act only on instructions from us;

¢ include the right to audit our data processors to ascertain compliance with the data
protection requirements of the processing contract; and

e ensure that the data processor agrees to comply with obligations equivalent to those
imposed on us by the seventh principle.

If you are responsible for the selection, appointment or use of data processors, you must ensure that
you only select those processors that are able to provide us with sufficient guarantees in respect of
the technical and organisational measures they will apply to the processing of our personal data.
Furthermore, if you are responsible for the drafting or negotiation of contracts with data processors,
you must ensure those contracts contain all applicable data protection provisions. Seek further advice
from the Compliance Department.

Eighth principle

Personal data must not be transferred to a country or territory outside the European
Economic Area unless that country or territory ensures an adequate level of protection
for the rights and freedoms of data subjects in relation to the processing of personal
data.

You must not transfer any personal data to any country outside the European Economic Area ('EEA"),
unless you are authorised to do so. The EEA comprises the EU Member States plus Iceland, Norway
and Liechtenstein.

If you need to transfer personal data to a country outside the EEA you must consult with the Data
Protection Officer who will advise you further on how to comply with the adequacy requirements of the
eighth principle.
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DATA SUBJECT RIGHTS

The sixth data protection principle requires us to comply with the rights of data subjects. It is important
for you to familiarise yourself with these rights so that you may be able to identify them more easily.
Each one is described below.

Right of subject access

Data subjects have a right of access to their personal data. A request for access will usually include a
request for specific or general information relating to the applicant. If we receive such a request we
must provide a description of:

e the personal data relating to that data subject

e the purposes for which the data are being processed
¢ the recipients of the data

e the information constituting the personal data

e the source of those data (if available).

The Act lays down timescales within which we must comply with a request and requirements
regarding how the information must be supplied. If you are authorised to handle subject access
requests, you should follow the rules and procedures set out in the Subject Access Request
Guidance. If you are not authorised to handle such requests, you should not attempt to do so, but
should forward the request to the Compliance Department or your Data Protection Working Group
representative.

Right to prevent processing likely to cause damage or distress

Data subjects have the right to ask us not to process their personal data if:

e the processing of those data in a particular way or for a particular purpose is causing, or is
likely to cause, substantial damage or substantial distress to that data subject or another
person; and

e that damage or distress is, or would be, unwarranted.

You can usually identify a request to exercise this right because it will ask us to stop processing
personal information about the individual. The Act lays down timescales within which we must comply
with such a request. If you receive a request to stop processing you must forward it promptly to the
Compliance Department. You should not attempt to deal with a request on your own.

Right to prevent processing for the purposes of direct marketing

Data subjects have the right to request that we stop processing their personal data for direct
marketing purposes. This means we must stop sending direct marketing materials to anyone that
objects. You can identify a request made under this right because it is likely to ask us to stop sending
unwanted marketing materials, otherwise referred to as 'junk mail' or 'spam’, or stop making marketing
calls.

If you receive a request to exercise this right you should forward it promptly to Data Administration
Team (DAT) who will take the appropriate action to ensure that the individual's details are suppressed
on our marketing database and he or she is no longer contacted by us for marketing purposes.

Right to object to automated decision taking

Data subjects have the right to object to automated decisions being taken about them in relation to
important matters that significantly affect them (such as evaluating performance at work,
creditworthiness, reliability or conduct). This right is complex and subject to certain conditions. You
can identify a request made under this right because it is likely to mention automated decisions or
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decisions made by computer and may ask us to take that decision again manually (i.e. using an
individual instead of a computer).

If you receive a request from any person exercising their right to object to automated decisions being
taken about them, you should forward that request promptly to the Compliance Department. You
should not try to handle the request yourself.

Additional data subject rights

In addition to the rights specifically referred to in the sixth principle, data subjects also have the
following rights:

e the right to ask the Information Commissioner to carry out an assessment as to whether
or not the NFU's processing is in accordance with the Act. This means the data subject
has the right to make a complaint to the Commissioner and ask him to investigate. The
Commissioner is obliged to consider all such requests and this could result in an
investigation of our processing activities;

e the right to take legal action against the NFU in the courts and claim compensation for
any damage (or damage and distress) the data subject has suffered as a result of a
breach of the Act; and

e the right to apply to court for an order to rectify, block, erase or destroy inaccurate
personal data and any expression of opinion based on those inaccurate data.

Consequences of non-compliance

If we are found to be in breach of the Act, the Information Commissioner may issue enforcement
proceedings against us which could result in our being prevented from further using personal data,
or be required to change our processing procedures, or have other conditions imposed upon us in
respect of the processing of personal data. Enforcement action will usually have a cost and time
implication for the business. However, more damaging might be any restrictions imposed upon us
which prevent us from carrying out commercial activities using our databases. Additionally, the
associated publicity could make us appear as an organisation that does not respect the privacy
rights of individuals.

Affected data subjects may also take legal action against us and claim compensation for any
breaches of the Act on our part that have resulted in damage (or damage and distress) to the data
subject.

In certain circumstances, a negligent or deliberate breach of the Act could result in criminal liability
not just for the NFU but for employees also. For these reasons it is essential to comply with the
provisions of the Data Protection Policy and this Guidance.

Contacts and responsibilities

If you have any queries regarding the Data Protection Policy, this Guidance or compliance with the
Act in general, please contact the Compliance Department for further advice.

The Data Protection Policy and this Guidance will be updated from time to time by the Data
Protection Officer to reflect any changes in legislation or in our methods or practices.

Further Information on Data Protection and NFUnet

For further information on Data Protection and NFUnet, please refer to the following documents on
SID:

NFU Data Protection Policy Statement

IT Security Policy

NFUnet User Guide

Subject Access Request & third parties requesting data (process maps)
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